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Introduction

Exam 70-291 covers various aspects of managing a Microsoft Windows 2003 Network Environment. This course with the corresponding material is not an introductory course to managing a Windows 2003 Network; the students for this course are expected to already have some experience administering and supporting server and client operating systems that are based on various Microsoft technologies. It is paramount that upon entering this course, students are comfortable with networking terminology and have a proficient understanding of Microsoft Windows 2003 Server. All Lab Manual Lessons are designed to be performed after the classroom discussion of the chapter has been completed.

Microsoft Windows Server 2003 Standard Edition or Windows Server 2003

Enterprise Edition is required to do the Lab Exercises. A 180-day trial version of

Windows Server 2003 Enterprise Edition is included with the textbook.

The Classroom Labs and the textbook exercises use the Microsoft Windows default

double-click setting: double-click to open an item (single-click to select). Do not

configure the computers to use the optional setting (single-click to open an item;

point to select).

Background

The projects in the Student Lab Manuals detail some scenarios that might be encountered while Managing a Windows 2003 Network Environment. The projects in the Lab Manual are designed around several fictitious companies. Although each project offers a different scenario, the setup and configuration of Microsoft Windows Server 2003 is the same. Each Student’s Machine is a stand-alone server with the indicated naming convention outlined in the Naming Convention section of this guide. 

The students will help build and manage the Windows 2003 network environments of various companies. This is simulated by the students as they sequentially perform the hands-on exercises detailed in the project book. The projects walk the students through step-by-step hands-on exercises. Some of the projects are dependent upon successful completion of prior projects in the same text by the students.

The Project Lab Manual does not include a project for installation of Microsoft Windows 2003 Server. In this stage of their education, students should have performed several installations of Microsoft Windows 2003 Server, therefore it is the prerogative of the Instructor to have the systems pre-installed or have the students practice more with another installation of Microsoft Windows 2003 Server. Use this guide as a Lab for students to follow to complete the installation. 

Computer Naming Convention

The Instructor assigns all the students a two digit Lab ID (e.g. “03”) that they will use throughout the duration of the course. This Lab ID is used to form the computer name. 

The Student Computers have a form of the name server<Lab ID>. The Lab ID should be replaced with the assigned numerical Lab ID. For example a student that is assigned the Lab ID “03” will have to name his or her computer as server03. The Instructor System should also be assigned its own Lab ID. In particular a Lab ID of “100” is recommended. This is because it is not expected that any single classroom or Lab will have up to 100 students at a time.

The assigned Student Lab ID will also double as the IP address numbering system for the Student Computers. This is explained in greater detail in the Network Setup section.

Classroom Setup

The course for which this text was written was designed to be delivered in a Classroom Environment that consists of the Student Systems as well as an Instructor System. The Student's Systems are completely independent of the Instructor’s System and can function as standalone servers or clients, if the Instructor chooses to have the students configure domains. The Lab Exercises assume the Student’s System is installed with Microsoft Windows 2003 Server and that the student is an administrator, with the name Administrator, of the system. The Student Computers should be connected via a central switch with the Instructor System. 

If possible, you should isolate the classroom from the rest of the campus network. Probably the best way to do this is to use a Network Address Translation (NAT) or firewall device. This will prevent IP addressing and name resolution issues with the rest of the campus. You can ask the Lab Assistant if the configuration or services used in this setup guide will cause problems with other systems. If so, the classroom will need to be isolated by configuring a NAT/Firewall device or by simply disconnecting the classroom from the rest of the network.

Hardware Requirements

All the hardware used in the Student Lab Environment should be listed in Microsoft Windows 2003 Server hardware compatibility list.

The recommended minimum hardware requirements for the Student Computers in the Lab are (based on the Standard Edition of Microsoft Windows 2003 Server):

i.     One Pentium 166 (Pentium 733 or greater recommended)

ii.    256 MB RAM (512 MB or more recommended)

iii.   5 GB hard disk (or greater) 

iv.   1.5 GB minimum free space for installation (More is always better)

v.    One CD-ROM drive

vi.   One mouse

vii.  One network adapter card

viii. One VGA display adapter and monitor (SVGA display adapter and monitor

ix.   Capable of displaying 256 colors recommended)

Software Requirements

The students are expected to perform a CD-ROM based installation and as a result will need access to a fully functional or evaluation copy of the Microsoft Windows 2003 Server operating system. A 180-day trial version of Windows Server 2003 Enterprise Edition is included with the textbook.

Preparing the Student Computers 

As already indicated in the minimum hardware requirements for the computers used in the Lab Environment, the students are expected to begin working with formatted disk drives with no data on them or with data that can be erased during the initial install.

The Student Computers are not expected to have any operating system in the beginning. The students will install and customize their own Windows 2003 Server install from scratch (i.e., they will not be performing an upgrade from a preexisting operating system). 

The Lab Exercises are written for the independent student. The Lab Exercises only require the installation of Microsoft Windows 2003 Server; no Active Directory installation is required. Some lessons, for example, Lesson 6: Configuring and Managing a DNS Server, assumes Active Directory has not been installed. 

In this Lab Manual, the student is not required to partner with another student to complete the exercises. However, it would benefit the student if the Instructor offered extra activities that demonstrated “client” processes in accordance with the activities in the Lab Manual. 

In this regard, there isn’t much preparation to be done by the course Instructor or Lab Attendant in the way of preparing the Student Computers. The only preparation that needs to be carried out is to make sure that all the computers in the Lab or Classroom Environment have network connectivity to one another – possibly via a central switch and that the Instructor hands out non-conflicting Lab ID’s to students.

Contact the Lab Attendant for the classroom if the Instructor prefers to have the systems pre-installed with Microsoft Windows 2003 Server.

Preparing the Instructor Computer 

The Instructor’s System serves 2 basic functions:

i.  As a demonstration machine for the Instructor.

ii. As a possible file server for the Instructor to store relevant course files (quizzes, presentations, etc).

As was mentioned earlier, the Student Computers are completely independent of the Instructor’s machine. The projects in the Lab Manual were written and designed deliberately to function in this manner. This offers many advantages and greatly reduces the time an Instructor needs to prepare for the course. It also makes troubleshooting student problems much easier, by isolating and localizing their problems and reducing possible external points of failures.

Note: A second Instructor machine may be installed and connected in order to demonstrate the various skills, services and protocols associated with Microsoft Windows 2003 Server network infrastructure.

Installing Microsoft Windows 2003 Server

The steps below outline the steps required to perform a clean install of Windows 2003 Server, on the Instructor System.

The steps assume that a full copy of the software is being used and that a clean install is being performed and not an upgrade.

The steps outlined are very similar to the steps that the students will need to perform if their systems are not pre-configured. The Instructor System does not need to be in any domain and is not required to be in the same domain as the Student Computers, if the Instructor chooses to have students install Active Directory.

To perform a CD-ROM based installation: 

1. Insert the Windows Server 2003 CD-ROM into the CD-ROM or DVD-ROM drive.

2. Start the computer. Press any key on the keyboard when you see Press any key to boot from CD message. This starts Windows Server 2003 Setup.

3. At the Welcome to Setup page, press ENTER.

4. At the Windows Licensing Agreement screen, press the F8 key if you accept the license agreement.

5. In the list of existing partitions and unpartitioned space, use the arrow keys to select the unpartitioned space selection that you want, and then press "C".

6. In the Create partition of size (in MB) box, type the size of partition that you want, and then press ENTER.

7. Press ENTER to set up Windows Server 2003 on the selected partition.

8. Use the arrow keys to select the file system that you want, and then press ENTER. The partition is formatted.

Note: You can convert a partition that uses the FAT32 file system to the NTFS file system later.

Setup copies the files that are needed for Windows Server 2003 Setup, and then restarts the computer. Windows Server 2003 Setup resumes in Graphical User Interface (GUI) mode.

9. On the Regional and Language Options page, click Next.

10. In the Name box, type your name. In the Organization box, type your organization, and then click Next.

11. In the Product Key boxes, type the product key, and then click Next.

12. On the Licensing Modes page, click the licensing mode that you want, and then click Next.

13. In the Computer name box, type Instructor100.

14. In the Administrator password box, type password100. Type the same password in the Confirm password box, and then click Next.
15. On the Date and Time Settings page, set the correct date, time, and time zone, and then click Next.

16. On the Networking Settings page, click Typical settings (if it is not already selected), and then click Next.

17. Click No, this computer is not on a network, or is on a network without a domain, and then click Next.

18. Log on to Windows with an account that has administrative privileges.

19. To configure the server, use the Windows Server 2003 Configure Your Server Wizard.

Network Setup

The Lab Environment is one large Class C network. The systems use a block of IP addresses in the private address space (non-routable).

The network address is:

192.168.0.0

The Netmask is:

255.255.255.0

The Lab Environment does not need to have a dedicated gateway and as such the Student Computers do not need to specify a gateway address when configuring their TCP/IP settings. The Student Systems also do not require a central DNS server to function.

The network configuration of the Student Computers follows the same convention as the machine naming convention. It is based on the assigned Lab ID’s of the students. For example the student assigned the Lab ID of 03 will use 03 as the last octet of his or her IP address.

It is expected that each classroom Lab will have between 25 – 40 computers for the students use. The Instructor will begin assigning Lab ID’s starting with 01, 02, 03, 04, and so forth.

For example, for a student with the assigned Lab ID of “03”, the student will configure his or her system’s TCP/IP setting as below:

IP address:  192.168.0.3

Netmask:     255.255.255.0

And the TCP/IP setting for another student with the Lab ID of 60 will similarly be configured as:

IP address:  192.168.0.60

Netmask:     255.255.255.0

Configuring the network settings on the Instructor System

This Lab Setup Guide is based on the expectation that no single classroom Lab Environment will have up to 100 systems in it, so it is safe to assign the Instructor System an IP address in the upper range. The Instructor System should be configured with the TCP/IP settings below:

IP address:  192.168.0.100

Netmask:     255.255.255.0

To configure TCP/IP settings on the Instructor System:

1. Log on to the system as an Administrator.

2. Click on the Start Menu, point to Control Panel, point to Network Connections, right-click Local Area Connections.

3. Click on the Properties button. A dialog box similar to the one in Figure 1 will pop open.
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Figure 1

5. Double click on the “Internet Protocol (TCP/IP)” component under the “Components checked are used by this connection” area.

The Internet Protocol (TCP/IP) properties dialog will open.

6. Select the “Use the following IP address” radio button and enter the values below into the proper fields:

IP Address: 192.168.0.100

Subnet mask: 255.255.255.0

Click OK when done.

7. Click OK again to close the Local Area Connection Properties box.

